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Google Timeline Location Tracking 
https://google.com/maps/timeline 

Shows where you have been when your phone location is turned on 

Google Activity Controls 
myaccount.google.com/activitycontrols 

Control which activities Google can track and store 

Google Search Activity 
https://myactivity.google.com/myactivity 

Data and settings for your data stored in Google 

Your Google Advertisement Profile and Settings 
https://adssettings.google.com/ 

Google App Permissions and Settings 
https://myaccount.google.com/permissions 

The permissions settings for Google apps 

Google YouTube History 
http://www.youtube.com/feed/history/search_history 

Your YouTube search and watching history 

Download Your Data That Google Has Stored 
https://takeout.google.com/?pli=1 

All your personal data that Google has collected and stored 

Your Google Photos 
https://photos.google.com 

Photos from our Android phone if you use the Google Photos app 

How Secure Is My Password? 
https://howsecureismypassword.net/ 

https://www.comparitech.com/privacy-security-tools/password-strength-test/ 

Shows how long it takes to crack any password 

Infographic: The Data Big Tech Companies have on you 
https://www.visualcapitalist.com/heres-what-the-big-tech-companies-know-about-you/ 
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Infographic: How Tech Giants Make billions 
https://www.visualcapitalist.com/how-tech-giants-make-billions/ 

Infographic: Tech Giants Revenue 2020 
https://www.statista.com/statistics/266249/advertising-revenue-of-google/ 

https://www.statista.com/statistics/271258/facebooks-advertising-revenue-worldwide/ 

Infographic: Dominance of Google and Facebook in Digital Ad Market 
https://www.visualcapitalist.com/dominance-google-and-facebook-one-chart/ 

Remove Yourself From Google Search Results 
https://support.google.com/websearch/troubleshooter/3111061?hl=en 

Delete Your Google Account 
https://support.google.com/accounts/answer/32046 

How to Live Without Google: Alternatives That Protect Your Privacy 
https://spreadprivacy.com/how-to-remove-google/ 

Psychometrics 
https://www.michalkosinski.com/clown-show 

https://www.pnas.org/content/110/15/5802 

Kosinski, M., Stillwell, D., & Graepel, T. (2013). Private traits and attributes are predictable from digital 

records of human behavior. Proceedings of the National Academy of Sciences, 110(15), 5802–5805. 

https://doi.org/10.1073/pnas.1218772110 

https://publicpolicy.stanford.edu/news/data-turned-world-upside-down 

Influencing Behaviour 
Kuang, C., & Fabricant, R. (2020). User Friendly- How the Hidden Rules of Design Are Changing the Way 

We Live, Work, and Play (Reprint ed.). Picador Paper. 

https://www.axios.com/hillary-clinton-2016-election-votes-supreme-court-liberal-justice-1b4bc4fc-

9fad-44b4-ab54-9ef86aa9c1f1.html 

Skinner Boxes 
https://courses.lumenlearning.com/wsu-sandbox/chapter/operant-conditioning/ 

Influencing Behaviour 
Kuang, C., & Fabricant, R. (2020). User Friendly- How the Hidden Rules of Design Are Changing the Way 

We Live, Work, and Play (Reprint ed.). Picador Paper. 

https://www.axios.com/hillary-clinton-2016-election-votes-supreme-court-liberal-justice-1b4bc4fc-

9fad-44b4-ab54-9ef86aa9c1f1.html 
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Oldsmar Water Treatment Plant Hack 
https://www.fox13news.com/news/cybersecurity-experts-say-oldsmar-water-system-attack-highlights-

larger-vulnerabilities 

https://www.msn.com/en-us/news/us/oldsmar-water-treatment-plant-hack-5-things-to-know-about-

water-safety-other-cyberattacks/ar-BB1dwapF 

https://www.ncbi.nlm.nih.gov/books/NBK208293/ 

Activate Google 2-Step Verification 
https://myaccount.google.com/signinoptions/two-step-verification/enroll-welcome 

Privacy Checkup 
Google: https://myaccount.google.com/privacycheckup 

Facebook: https://www.facebook.com/privacy/checkup/?source=settings_and_privacy 

Twitter: https://help.twitter.com/en/safety-and-security/twitter-privacy-settings 

Instagram: https://help.instagram.com/448523408565555 

Whatsapp: https://www.whatsapp.com/legal/updates/privacy-policy/ 

Pinterest: https://help.pinterest.com/en/article/edit-account-privacy 

Google Data & Personalization 
https://myaccount.google.com/data-and-personalization 

Proton Secure Email 
https://protonmail.com/ 

Remove Yourself From Google Search Results 
https://support.google.com/websearch/troubleshooter/3111061 

Delete Your Google Account 
https://support.google.com/accounts/answer/32046 

Delete Your Facebook Account 
https://www.facebook.com/help/224562897555674/ 

Google Alternatives 
https://spreadprivacy.com/how-to-remove-google/ 

How to make your offline self harder to find online 
https://www.theverge.com/22509928/internet-security-privacy-personal-data 
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How to generate virtual online IDs to prevent spam, scams, and phishing attacks 
https://www.theverge.com/2019/6/19/18691401/virtual-id-random-security-protection-email-phone-

credit-cards-how-to-generate 

Put safe-for-publicity data out there 
When you register for a less-than-trustworthy site, you may want to provide incorrect information, like a 

false birthdate. Wu’s advice: “Any chance you get, pollute the information out there about you if it’s not 

useful, if it’s not relevant, to you getting what you want.” 

https://www.theverge.com/22509928/internet-security-privacy-personal-data?utm_source=pocket-

newtab 

Stop Using Chrome 
https://www.wired.co.uk/article/google-chrome-browser-data#intcid=_wired-uk-right-rail_95fc2140-

05ce-4b78-a6a9-51c33642d915_popular4-1 

T-Mobile will sell your web-usage data to advertisers unless you opt out. Mar 9, 2021 
https://arstechnica.com/tech-policy/2021/03/t-mobile-will-tell-advertisers-how-you-use-the-web-

starting-next-month/ 

I asked an online tracking company for all of my data and here's what I found 
https://privacyinternational.org/long-read/2433/i-asked-online-tracking-company-all-my-data-and-

heres-what-i-found 

The companies in control of our secret identities 
https://privacyinternational.org/long-read/4398/companies-control-our-secret-identities 

Tracking as a service: ShareThis to be profiled! 
https://privacyinternational.org/case-study/4403/tracking-service-sharethis-be-profiled 

States take lead from Congress on reining in Big Tech 
https://www.washingtonexaminer.com/news/states-pressure-congress-taking-the-lead-regulating-big-

tech 

Secret Amazon Reports Expose the Company’s Surveillance of Labor and Environmental 

Groups 
https://www.vice.com/en/article/5dp3yn/amazon-leaked-reports-expose-spying-warehouse-workers-

labor-union-environmental-groups-social-movements 
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Amazon Knows What You Buy. And It’s Building a Big Ad Business From It. 

https://www.nytimes.com/2019/01/20/technology/amazon-ads-advertising.html 

Google Says It Doesn’t 'Sell' Your Data. Here’s How the Company Shares, Monetizes, and 

Exploits It. 
https://www.eff.org/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-

shares-monetizes-and 

Facebook's Privacy Checkup helps you figure out who's seeing what 
https://www.cnet.com/news/facebook-launches-its-privacy-checkup/ 

Facebook files to dismiss antitrust lawsuits from FTC and states 
https://www.washingtonexaminer.com/news/facebook-files-dismiss-antitrust-lawsuits-ftc-states 

Facebook's new privacy tool lets you manage how you're tracked across the web 
https://www.cnet.com/news/facebook-rolls-out-privacy-tool-to-manage-how-youre-tracked-across-the-

web/ 

 


